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Windows 7 Migration:  
Why Now Is the Time to Say Goodbye to 
Aging Client Systems 

As client hardware, software and operating systems age, the costs — 
and the associated security risks — of retaining older systems 
outweigh the expense of replacing them. With the expiration of 
Microsoft extended support for the popular Windows XP operating 
system set for 2014, many enterprises and government agencies are 
deciding that the time has come to make the move to Windows 7 
on new and, in some cases, older systems. 

Client solutions at most enterprises and gov-
ernment agencies form a heterogeneous set. 
Standardization is challenging because specific job 
functions and mobility requirements create differ-
ent needs. As employees are added over time and 
as damage, theft or operational failures dictate 
replacements, a mix develops of various system 
models, ages, vendors and peripherals. 

Organizations using Windows-based com-
puters have seen the standard operating system 
load move from Windows XP to Vista and now to 
Windows 7. To keep the management complexity 
to a minimum, some organizations have chosen to 
downgrade new machines to Windows XP, despite 
offers from the manufacturer to upgrade to more 
recent versions. 

But the impending end of Microsoft extended 
support for the Windows XP operating system 
means that approach is no longer viable. 

Why Not Upgrade?
Inevitably, client computing systems age, and the 
typical three-year refresh cycle usually prevents 
high levels of computing disparity between hard-
ware and software. In recent years, however, 
many organizations have delayed refreshing their 
client systems. One reason for the delay has been 
that the status quo seemed reliable; client com-
puting devices continue to operate beyond the 
standard three-year refresh cycle. This reliability 

has created a comfort zone of sorts for both users 
and IT, and has minimized some of the pressure 
to refresh. 

In addition, budget pressures and economic 
uncertainty since 2008 have contributed to delays 
in both hardware and software updates. During 
this period, Windows XP, which was considerably 
more reliable than previous Microsoft versions, was 
the standard operating system in most government 
agencies and large enterprises. 

The largely unsuccessful introduction of 
Windows Vista helped contribute to XP’s remain-
ing the standard operating system of choice. Many 
vendors began offering a disk that would allow 
purchasers to replace Vista or Windows 7 with 
Windows XP to help ease the management burden. 
The desire to retain Windows XP increased for some 
organizations when IT staffers did not perceive a 
clear and simple upgrade path from Windows XP 
to Windows 7. In addition, staying on Windows XP 
delayed having to retrain staff and the time and cost 
associated with learning a new system. Windows 
XP worked, and staff already knew how to manage 
it without requiring retraining.

In fact, a June 2011 study conducted by 
Forrester Research found that Windows XP was 
still the most widely deployed desktop operating 
system. “Windows XP still powers 59.9 percent 
of corporate desktops — down from 68.6 percent 
just one year earlier,” the report notes.1

Windows is a registered trademark of Microsoft Corporation in the United States and other countries.

1.   Benjamin Gray and Christian Kane with Robert Whiteley and Eric Chi, “Corporate Desktop Operating System and Browser Trends,  
Q2 2010 to Q2 2011,” Forrester Research, June 16, 2011. 



The Cost of Old Hardware and Software
Yet the choice to retain aging systems results in 
several negative consequences that may come as 
a surprise to some organizations. As infrastructure 
ages, rising costs result from two areas: hardware 
maintenance and inefficiency. 

Repairs cost staff time and productivity losses, 
whether performed in-house or outsourced. Even 
when a spare system is provided, employees often 
lose access to the information stored on the device, 
resulting in decreased productivity.

The efficiency costs of aging client devices are 
very similar to the costs of aging servers in a data 
center. The primary difference is that server costs 
are easily quantified, and it is relatively straightfor-
ward to manage and measure the costs of server 
power and cooling. 

In many organizations, however, client devices 
are rarely turned off. The extent to which client sys-
tems contribute to the power use and cooling load 
of a building is much harder to measure, because 
of their diverse locations and the variety of devices. 
Yet, the costs are very real. New, energy-efficient 
hardware uses less energy and may offer more 
management options. Windows 7, for example, 
provides granular control over the power usage of 
components and subsystems on the device where 
it is installed, which allows it to even improve the 
efficiency of an older machine.

The cost of supporting old software goes 
beyond reliability, power and cooling. Older soft-
ware usually is not supported by vendors and 
frequently requires updates to maintain stability 
and security. Older software and the older drivers 
that come with it may not continue to work when 
newer software is installed on a system. 

So, if an organization pays a loaded hourly 
rate of $100 for maintenance and upgrades, it 
takes fewer than five hours before the cost of 
replacing a client device is less than the cost of 
repairing it — and that includes the cost of data 
migration and implementation. 

Organizations cannot avoid upgrades indefi-
nitely. In fact, Gartner has cautioned Windows 
XP devotees. “Organizations that have not yet 
started their migration to Windows 7 should now 
officially consider themselves to be late,” wrote 

Michael Silver, Gartner VP and research director, 
with Stephen Kleynhans, in June 2011.2

The Risks of Postponing Migration
Many organizations have stayed with Windows 
XP even as their client infrastructure has aged and 
become more diverse, but the rest of the world has 
not remained static. The technology changes in the 
decade since Windows XP debuted have created 
multiple infrastructure challenges for enterprises 
still using XP, including:

Security and compliance. Aging software 
infrastructure complicates the mandate to meet 
security and compliance standards. Windows 7 is 
significantly more secure than XP, even when both 
are fully updated. 

Windows XP reaches its end of life in 2014, 
when Microsoft ceases extended support. At that 
point, there will be no ability to respond to new 
threats. That is a significant problem considering 
that, in 2010, security researchers uncovered close 
to 100,000 new malware samples per day.3

Because it will no longer be possible to cer-
tify Windows XP as meeting federal and industry 
compliance standards, Windows XP systems will 
be relegated to uses where compliance rules do 
not apply. There are few such applications in most 
organizations, because certification requirements 
are absolute. A noncompliant computer must 
never have access to protected data. 

Newer Windows versions have more effective 
and complete management capabilities, as well 
as more effective policy controls. For client sys-
tems using Windows 7, organizations can define 
use policies that — when used with privilege 
management software — can effectively keep 
most malware and operator errors from disrupt-
ing IT operations. Because these policies can be 
put into place before Windows 7 is distributed 
to users, the staff hours required to implement 
management controls are minimized and costs 
are controlled.

One example of a Windows 7 security man-
agement improvement is the User Account Control 
(UAC), a feature first introduced in Windows Vista 
and improved in Windows 7. By providing an 
access tier for standard users instead of granting 
administrator rights, UAC reduces the chances of 
users inadvertently exposing their computer to risks 
by blocking damaging configuration changes and 
preventing the installation of malicious applica-
tions. Another example is a new feature in the 
Windows 7 kernel called “safe unlinking,” which 
helps increase security and prevent vulnerabilities 
known as “pool overrun attacks.” 
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“Sixty percent of firms are exclusively deploying Windows 

7 on new PCs, and an additional 29 percent are taking a 

hybrid approach… deploying Windows 7 both on existing 

PCs when they are capable of running it and [on] new PCs 

when it is more cost effective… .” 4

2. Michael A. Silver and Stephen Kleynhans, “Creating a Timeline for Deploying Windows 7 and Eliminating Windows XP,” Gartner, June 2011. 
3. “GTISC Emerging Cyber Threats Report for 2011,” Georgia Tech Information Security Center, Oct. 6, 2010.
4.    “Windows 7 Migration Challenges and Best Practices for Large Enterprise and Public Sector,” Dell White Paper from Forrester Research, 2011. 
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Application compatibility. Although most 
applications designed for Windows will still run 
on XP, the old environment provides less support, 
fewer services and less security than the Windows 
7 operating system. Some applications will no lon-
ger support XP fully, and hardware compatibility is 
limited with Windows XP.

Hardware compatibility. Windows XP is 
unable to support some network connectivity 
hardware and some video hardware, and it has 
limited support for USB bandwidth. Connectivity 
hardware (including certain wireless network-
ing adapters) will not work with Windows XP, 
resulting in failures in communications security. 
Compatibility testing performed by WR&A Labs 
in August, 2011 revealed that specific forms of 
WPA2 wireless security are not supported by 
Windows XP without special drivers. 

Storage. Exacerbating the difficulty of using 
Windows XP in an enterprise environment is the 
demand for fast, reliable storage. For example, 
implementing a storage area network (SAN) can 
be extremely difficult with XP because of the lim-
ited support for iSCSI storage adapters and the 
difficult (and extremely complex) software inter-
face. The iSCSI Initiator included with Windows 

7, by contrast, is easy to implement and configure 
and is included as part of the OS.

Cloud. Working with storage becomes even 
more complex as the enterprise SAN extends to the 
cloud, which requires enhanced security. Although it 
is usually possible — albeit with some difficulty — to 
configure XP for a cloud environment, the process is 
nearly seamless in Windows 7. IT departments have 
lower implementation costs and less staff tedium 
while gaining a greater likelihood of success. 

Hardware Refresh Savings
The costs of a hardware refresh can vary widely 
depending on the needs of the organization. Once 
applications and data have been restored from 
backups and installed on the machine, hardware 
shipped from vendors is typically ready to drop into 
place and run. The hardware includes a licensed 
copy of Windows 7 with all drivers and specialized 
software necessary. As a result, the organization 
benefits from both updated hardware and software 
for a single price.

The process of loading and installing applica-
tions and data is routinely automated. Using a 
mostly automated process, a new machine can be 
fully ready for use with few staff hours involved. 

When the Windows 7 migration takes place as part of a hardware refresh, Dell recommends that com-
puters be preconfigured and customized as needed. Dell sets up machines in the customer’s specified 
configuration, and then preinstalls Windows 7 and standard applications. This approach dramatically 
reduces IT staff time and the time needed to migrate to Windows 7. 

For implementations in which a Windows 7 upgrade will be applied to existing infrastructure, Dell 
offers a variety of resources and services for each migration phase, including:

•  Windows 7 Readiness Assessment. Dell uses automated tools to examine your existing 
infrastructure to determine which computers can be upgraded to Windows 7, which require 
modifications (such as adding memory) before upgrading and which cannot be upgraded and must 
be refreshed.

•  Dell Windows 7 Quick Start. Scheduled as a four-week project, Quick Start covers image 
construction, software inventory, application remediation and deployment planning. Additional 
Dell capabilities include deployment, user training and postdeployment support. 

•  Dell Windows 7 Application Compatibility Reporting (ACR) Assessment. The ACR assess-
ment analyzes all applications in use throughout an organization. The Dell Software Inventory 
and Usage Management service complements the ACR offering by automating asset discovery and 
monitoring usage. 

•  Dell Image Management Services. Dell’s Image Management Services help IT organizations 
securely create, deploy and manage Windows 7 software on Dell hardware, which can reduce the 
total cost of ownership.

•  Dell Automated Deployment (DAD). DAD automatically performs complex tasks, such as 
installing applications or migrating user settings. Dell can deploy a Windows 7 image, install all 
required applications and securely migrate user data as a single process. 

•  Dell Client Driver Deployment CAB. Available as a free download, this simple file directory 
includes all driver files required for Dell Latitude laptops, which eliminates searching the Web for 
the appropriate utilities. 

WINDOWS 7 MIGRATION SERVICES 
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With the refresh comes a more reliable, faster 
and efficient machine with significantly better security 
and better peripheral support, as well as improved 
access to communications, storage and memory. So, 
if each refreshed device can be processed by Receiving 
at a loaded hourly rate of $50 for the hour it takes 
to unpack the machine in the shipping department 
and transport it to IT, the organizations has added 
only $50 to the price of the computer. Likewise, if 
the process of adding the operating system can be 
dispensed with, and the data migration automated, 
the IT staff can almost certainly prepare the client in 
an hour at the loaded hourly rate for technical staff. 
This means that the total cost to put an operational 
device into service is about $150.

Organizations are already picking up on the 
relative ease of tying the Windows 7 upgrade to 
a hardware refresh cycle, says a Forrester Research 
study conducted on behalf of Dell. According to 
the summary, “Sixty percent of firms are exclu-
sively deploying Windows 7 on new PCs, and an 
additional 29 percent are taking a hybrid approach, 
meaning they are deploying Windows 7 both on 
existing PCs when they are capable of running it 
and [on] new PCs when it is more cost effective to 
replace the hardware.”  

The High Cost of Waiting
Failure to migrate to Windows 7 adds to the overall 
expense of running an organization’s IT infrastruc-
ture. The direct costs include time spent finding ways 
to make modern applications work on an old soft-
ware platform, keeping security up to date enough 
to meet compliance requirements, preventing mal-
ware infestations and remediating them when they 
occur. Because the vulnerabilities of Windows XP are 
well known, the risks of data breaches and subse-
quent data loss are high. The inevitable by-product 
of stagnating refreshes takes time away from having 
IT staffers address issues, thus lowering productivity 
and creating end-user dissatisfaction.

One of the primary reasons organizations 
have waited to upgrade to Windows 7 pertains to 
concern that existing applications would not work. 
Windows 7, though, has been on the market for 

more than two years and nearly all commercial 
applications have been updated to support it. 
For custom applications, Dell asserts that nec-
essary modifications are minimal. “Applications 
will require some adjustments in the packaging 
layer — often new DLLs or a change to the way 
the installer writes to the Registry — to achieve 
compatibility with Windows 7. Dell estimates that 
testing and remediation cost around $350 for each 
application in this category.5

Although migrating to Windows 7 requires 
planning and tools, the impending obsolescence 
of Windows XP makes the move critical; waiting 
to move to Windows 7 will only add complexity. 
Despite early word of Windows 8, the timing of its 
enterprise readiness is unknown, and the applica-
tion readiness and support for increasingly aged 
applications are even bigger questions. 

The Time to Act
With Windows XP in its last days, the time to move to 
Windows 7 is now. Doing so minimizes risk, eases the 
transition from one known quantity to another, and 
ensures that organizations will not find themselves 
without support for a critical part of their infrastruc-
ture. Waiting simply increases costs and raises interim 
risks — a situation no enterprise can afford.   

Migrating to new hardware provides the easi-
est path for a transition to Windows 7 and brings 
added performance efficiencies and other ben-
efits. IT staffers will no longer have the ongoing 
headaches of dragging along aged systems in a 
time of heightened corporate needs. Moving from 
Windows XP to Windows 7 enables organizations 
to avoid the maintenance, productivity and security 
costs that arise from aging infrastructure. 

Ultimately, through the combination of 
reduced staff costs, fewer operational problems, 
lower operational costs and improved productivity, 
the organization realizes significant cost savings. 
In addition, a migration to Windows 7 significantly 
reduces both internal and external risk, eases com-
pliance and management. Delaying a migration to 
Windows 7 simply delays the realization of the cost 
and operational benefits. ■

5.   Tech Brief: “Cost Planning for a Windows 7 Migration,” Ziff Davis Enterprise, 2010.

 ABOUT DELL

Dell Inc. (NASDAQ: DELL) listens to customers and delivers innovative technology and services they 
value. A leading global systems and services company uniquely enabled by its direct business model, 
Dell is No. 33 on the Fortune 500 list of America’s largest companies. For more information, visit www.
dell.com or to communicate directly with Dell via a variety of online channels, go to www.dell.com/
conversations. To get Dell news directly, visit www.dell.com/RSS.

© 2012 UBM TechWeb, a division of United Business Media LLC. All Rights Reserved.




